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Corporate Customer and Personal Data
Protection Policy

1. Purpose of the Policy

This Policy is established to regulate the Company’ s collection, processing, use, and
protection of personal data and customer data in the course of its business activities, to
establish consistent management principles, ensure data security, safeguard the rights and
interests of data subjects and customers, and ensure compliance with applicable laws and
regulations, contractual obligations, and the Company' s internal control and risk

management requirements.

2. Scope of Protection
The objects protected under this Policy are classified into the following two categories:
1. Personal Data

“Personal Data” refers to data that may directly or indirectly identify a specific natural
person, as defined under applicable personal data protection laws, including but not
limited to name, contact information, identification information, email address, and
transaction records. The collection processing, and use of personal data shall be
conducted in accordance with applicable personal data protection laws and regulations

and this Policy.
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Customer Data

“Customer Data” refers to non-public information relating to customers obtained
by the Company in the course of providing services, executing projects, or engaging
in cooperation based on business relationships, and is not limited to personal data,

including but not limited to:

Basic information of legal entities or organizations

Contracts, quotations, and project documents

Operational, financial, technical, system, or strategic.information
Documents, data, deliverables, or other commercial information provided by

customers

Unless otherwise provided by law, the protection of customer data shall be governed by the

confidentiality and security principles set forth in contractual agreements and this Policy.

Where such data constitutes trade secrets, it shall be handled in accordance with applicable

laws and contractual provisions.

3. Principles of Data Collection

1. Data shall be collected for lawful, legitimate, and necessary specific purposes and shall

not exceed the reasonable scope required for business needs.

2. The scope of data collected shall be limited to what is necessary to achieve the stated

business purposes.

3. Where personal data is involved, the Company shall, in accordance with applicable laws,

inform the data subject of the purpose of collection, categories of data, period of use,

geographical scope, recipients, and the rights exercisable by the data subject under the

law.
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4. Principles of Data Use

1. Personal data shall be used only within the scope permitted by law and consistent with the original
purpose of collection. Any use beyond the original purpose shall be conducted in accordance with
applicable legal requirements.

2. Customer data shall be used solely for the performance of services, fulfillment of contractual
obligations, or other purposes agreed upon by both parties.

3. Without the consent of the data subject or customer, or unless otherwise provided by law or

contract, relevant data shall not be disclosed, provided, or transferred to any third party.

5. Data Protection Measures

Based on the nature, sensitivity, and actual risks of the data, the Company shall adopt reasonable and
appropriate technical and organizational security measures to prevent unauthorized access,

disclosure, alteration, or destruction of data, including but not limited to:

e Access control and identity authentication mechanisms
« Data encryption, backup, and security protection measures
e Employee confidentiality obligations and related education and training

e Information system and document management controls

The Company shall designate relevant departments or personnel responsible for the

implementation, maintenance, and enforcement of this Policy.
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6. Data Retention and Deletion

1. Personal data shall be retained for the duration necessary to fulfill the purpose of collection or for
the retention period required by applicable laws and regulations.

2. Customer data shall be retained in accordance with contractual agreements, business needs, or
applicable legal requirements.

3. Upon expiration of the retention period or when the purpose of collection or use no longer exists,
the data shall be deleted, destroyed, or anonymized in accordance with law or contractual
agreements, and measures shall be taken to ensure that the data can no longer be used to identify

specific individuals or entities.

7. Rights and Requests

1. Data subjects of personal data may, in accordance with applicable laws and regulations, exercise
their rights to inquire, access, obtain copies, supplement or correct data, request cessation of
collection, processing or use, or request deletion.

2. Customer may, in accordance with contractual agreements, request explanations regarding the
use, protection, or return of their data.

3. Applications for exercising the above rights and the relevant contact channels shall be handled

through the methods separately provided by the Company.
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8. Third Parties and Outsourcing Management

Where the Company engages third parties to process personal data or customer data due to business

needs, the Company shall:

e Require such entrusted parties to comply with confidentiality and data protection laws and
obligations

« Clearly stipulate data protection responsibilities, confidentiality obligations, and consequences
of breach in relevant contracts

e Implement reasonable supervisory and management measures to ensure compliance with this

Policy

9. Policy Amendments

The Company may revise this Policy in response to changes in laws and regulations, requirements of
competent authorities, or operational needs. Any revisions shall be implemented upon approval by

the Company and announced or notified to relevant parties through appropriate means.






